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09-Saudi Anti-Cybercrime Law of 2007

A Comparative Study looking at the United Arab Emirates’ Combating
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and Law, College of Criminal Justice, Naif Arab University for Security
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Abstract in English:

Although the concept of universal banks and clearly totally-is
the presence of links widespread ownership and an extended control
links from a bank to the facilities and other financial services and
facilities sector real-, but in fact we find that the financial systems in
the world have developed many and varied forms to this concept. for
the first level, we find that universal banks in the financial sector in
some countries, such as Canada and Britain have limited or non-
existent or links establishments of non-financial ownership stakes,
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banks and engage in other financial services such as cover
underwriting securities and insurance activities through a separate
subsidiary companies the bank itself, and can be seen as the United
States and one of a group of these countries, which allow banks to enter
into other financial sector activities through the structure of bank
holding companies.

This, we find that the Algerian banking system like other is
obliged to turn to the transformation of its banking system, and this is
in line with the current developments in the international banking
market.
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Resumé

L'impact des progrés technologiques a accéléré au cours des
dernieres décennies sur les droits de I'homme et des libertés, surtout
apres la diffusion des ordinateurs et de I'Internet, ou il a commencé la
transition de la protection de la vie privee au profit d'attention a la
protection des données personnelles, et dans ce climat , entre autre ont
combiné leurs efforts juridiques internationaux pour combler
I'organisateur de vide législatif de la technologie de I'information et de
la communication et son impact sur I’homme et de ses droit,
notamment la santé humaine et de leurs droits, notamment en matiere
de violation de vie privée en divulguant ses données personnelles, et de
les rendre nu devant tout le monde sur I'Internet,. Par consequent, il
est apparu l'importance des efforts internationaux, régionaux et
nationaux dans le développement du cadre juridique pour la protection

des droits individuels et la vie privée de I'impact de I’informatique.
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2 Lucas, Jean Devese et Jean Freyssinet, droit de I’informatique et de I’internet , Presses
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Saudi Anti-Cybercrime Law of 2007
(A Comparative Study looking at the United Arab Emirates’
Combating Cybercrimes Law of 2006 Amended in 2012)

Dr. Faleh Salem ALKAHTANI
Faculty Member, Department of Shari’a and Law, College of
Criminal Justice, Naif Arab University for Security Sciences

Abstract

This study analyses and compares the Saudi Anti-Cybercrime Law
(SACL) of 2007 with a counterpart regional piece of regulation, namely the
United Arab Emirates’ (UAE) Combating Cybercrimes Law of 2006
amended in 2012. This study considers a variety of cybercrime themes. For
Instance, it examines cybercrimes against persons, money, property, the
public, and national security. This study additionally evaluates cybercrime
punishments based on the initiation of crime, incitement and assistance.
This study also focuses on the investigations undertaken related to the
cybercrimes. This study recommends that the diversity of crimes that are
stated under the UAE Combating Cybercrimes Law is similarly included
under the SACL. These offences and crimes are traditional crimes, but if
they have been committed using cyberspace, they should be criminalized by
the SACL. They include forgery and fraud, money laundering,
discrimination and racism, collecting aid without legal permission, political
crimes, crimes against the national heritage and, finally, apostasy crimes.

Key words
Cybercrime, Cyberspace, Saudi Anti-Cybercrime Law, UAE Combating
Cybercrimes Law.
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1. Introduction

1.1Preamble

Recently, the danger of cybercrimes has affected all stages of life since it
breaches the security of societies by aiming at both individuals and
institutions and using clever methods, and all the security tech-tools (like
signature-based malware, perimeter-intrusion detection, and anti-virus
solutions) are not adequate for combating this kind of crimes®.

It is believed that the outcomes of online crimes may be always the same
as offences in the real realm analogues®. However, the new generation of
crimes, as a result of the huge expansion in the digital world, varies slightly
from traditional offences. In cybercrimes the criminal does not carry a gun
but operates in full privacy at home, and by using his or her computer or
laptop through the internet can commission the crime and the victim can be
in any corner of the world. More complicated cybercrimes have been
revealed as attacks against information infrastructure and internet services,
online fraud, and hacking attacks®.

Criminals who commit cybercrimes generally employ one of several
attack methods, but sometimes use multiple techniques to create a network
of compromised computers. Some of these approaches are quite
sophisticated, such as Phatbot, which can generate a new encryption for
itself each time it infects a new system. This makes it difficult for the
software to find a common code signature for and thus recognize Phatbot”.
Moreover, there are a variety of attack methods. *points out that the types of
cybercrimes are mainly hacking, virus dissemination, denial of service
attack, phishing, spamming, cyber stalking, and cyber terrorism.

The Saudi Anti-Cybercrimes Law (hereinafter SACL) was issued by
Royal Decree No®. This law consists of 16 legal articles. These articles
explain the law’s definition, objectives, sentences, and fines. The SACL
was enacted because of the necessity for the country to prevent cybercrime,
which is sophisticated and growing in Saudi Arabia.

! (Finklea, 2012)

2 (McMullan & Rege, 2007, p. 649)
® (Gercke, 2012)

* (Lyman, 2004)

> Elnaim (2013: p. 14)

®M/17 on 26th March 2007
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The SACL was also promulgated by the Saudi lawgiver because of a
variety of circumstances which urged the Saudi lawmaker to put in force a
piece of legislation that would tackle the expansion of cybercrime in Saudi
Arabia. Therefore, the SACL worked when it was first issued, but in recent
times the nature of cybercrimes has changed negatively and criminals who
commit cybercrimes have got used to dealing with cybercrime and they
understand how they can take themselves out of cybercrime regulations and
commitments. As a result, the reformation of the SACL is needed in order
equally to prevent cybercrime and punish criminals who have committed
cybercrime.

1.2 Research Problem

The major research problem is to examine and analyse the current SACL
articles, and ascertain the level of curiosity to reform these articles, in line
with the best of the legitimate articles as specified under the United Arab
Emirates’ (UAE) Combating Cybercrimes Law of 2006 amended 2012
(hereinafter UAECCL).

1.3 Research Methodology

The research method employed by the researcher uses two approaches —
critical analytical and comparative methods. Firstly, a critical analytical
approach will be applied, involving reviewing different bodies of literature
and laws and previous jurisprudence, in addition to providing an overview
of cybercrimes in Saudi Arabia, and then suggesting possible reforms.

Secondly, a comparative approach will be used to achieve the aims of
this paper. A comparison will be carried out between the SACL legitimate
articles and those specified in the UAECCL. One of the potential benefits of
the comparative approach is that it defines explanations of particular or
novel legal problems encountered in other jurisdictions. This is because the
major target of the comparative approach is to improve the scope of laws * .

However, the UAECCL has been chosen as the basis for comparison
with the SACL over all other existing regional anti-cybercrime laws for the
following reasons:

L (Hill, 1989: 102)
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1) The UAECCL was enacted in 2006, so it was in existence before
SACL.

2) The actuality of the strong relationship between the Kingdom of
Saudi Arabia and the United Arab Emirates in many regards,
including culture, religion, demography, society and policies.

In this regard, it is relevant to discuss cross-cultural legal adaptation or
transplantation. Legal transplantation has been defined by many scholars.
One of these is Watson (1974: 21), who defines legal transplantation as ‘the
moving of a rule or a system of law from one country to another, of from
one people to another’. He continues, saying ‘rules — not just statutory rules
— institutions, legal concepts and structures that are borrowed, not the spirit
of the legal system’. In particular, he confirms that ‘as a practical subject
comparative law is a study of the legal borrowings or transplants that can
and should be made ... an investigation into the legal transplants that have
occurred: how, when, why and from which systems have they been made,
the new circumstances in which they have succeeded and failed and the
impact on them of their new environment’.

1.4 Research Questions

The research questions have been carefully selected to suggest reform to
the current SACL. In other words, each question will be expanded on
throughout sections of the paper. The research questions have been selected
in accordance with the lack of Saudi literature dealing with the subject in
English, as well as in line with previous reading and observation by the
researcher. In addition to achieving the research aims, the researcher
intends to answer the following questions:

1. Do the legitimate articles of SACL attain the standards of UAECCL?
2. Are the current SACL articles appropriate or in need of reform?
1.5 Research Aims

The principal aim of this paper is to examine whether the SACL follows
the regional principles of tackling cybercrime, and to consider the capacity
of the SACL framework as well as to suggest improvements to SACL in
order to reach satisfactory anti-cybercrime practices in line with UAECCL.
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1.6 Research Terminologies

a) Saudi Anti-Cybercrime Law (SACL)
The Saudi Anti-Cybercrimes Law (SACL) was issued by Royal Decree No.
M/17, on 26th March 2007. This law consists of 16 legal articles. These
articles explain the law’s definition, objectives, sentences, and fines.

b) UAE Combating Cybercrimes Law of 2006 Amended in 2012
(UAECCL)

The United Arab Emirates Combating Cybercrimes Law (UAECCL) was
enacted first by Federal Decree No', and then amended by Federal Decree
No?. This law contains 51 legitimate articles, and the majority of those
articles discuss the definitions and the punishments.

1.7 Research Scope and Limitation

The focus of this paper is based on research questions. This paper is
sensibly limited regarding its discussion of cybercrime, since this subject is
far reaching and can be studied from a variety of perspectives, including IT,
finance, management, and economics.

1.8 Research Academic Contribution

The contribution of this paper is to make recommendations to aid the
reform of the current SACL regulations in accordance with advanced
practices in fighting cybercrimes and wrongdoing.

2. Critical Analyses and Comparison Between SACL and UAECCL

2.1Definitions of the Laws’ Terminologies

Article 1 of the SACL gives the technology definitions of terminologies
that have been written and repeated in the law. For example, the SACL
defines the natural and the judicial person, information network, the data,
the computer programs, the reception, and the website. Significantly, the
SACL describes the legal terminologies that have been repeated and used in
the SACL. For instance, the SACL refers to unauthorized access and

1212006, dated 3rd January 2006
25/2012, dated 13th August 2012
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cybercrime. Before doing so, it is important to define cybercrime. *defines
cybercrime as ‘the combination of crime and cyberspace. Crime implies a
behavior performed by a perpetrator or an attacker that is considered
harmful and therefore has a potential cost to individuals or society’. In
particular, the SACL outlines that cybercrime is ‘any action which involves
the use of computers or computer network, in violation of the provisions of
this law’. It is obvious that the Saudi lawmaker has established the era of
cybercrime in Saudi Arabia in accordance with criminalization and
institutional principles. This means that the Saudi lawmaker has announced
that there is no crime and punishment without legal indication. The law
reference of this is Article 38 of the Saudi Basic Law, which reads that
‘there shall be no crime or punishment except on the basis of a Shari’a or a
statutory provision, and there shall be no punishment except for deeds
subsequent to the effectiveness of a statutory provision’. Moreover, the
Saudi lawmaker defines unauthorized access in Article 1 of the SACL as
‘the deliberate, unauthorized access by any person to computers, websites,
information systems, or computer networks’.

In comparison, the UAECCL offers the same definitions of all the above-
mentioned technology terminologies with slight differences under Article 1
of the UAECCL. To illustrate, the UAECCL states the definition of
electronic information, computer programs, electronic information system,
computer network, electronic document, website, information technology,
government data, internet protocol address, and reception. As a matter of
fact, the UAECCL does not define the most important terminology of the
law, which is ‘cybercrime’ itself. Therefore, it is clear that the Saudi
regulator did right when he defined cybercrime at the beginning of the
SACL. Having said this, the UAECCL has defined an important legal
element which is the ‘offence’. It is declared under Article 1 of the
UAECCL that offence means ‘every deliberate expression against any
person or entity deemed by an ordinary person as insulting or afflicts the
dignity or honor of that person or entity’. In general, therefore, it seems that
the Saudi lawgiver does not mention the offence’s meaning in the SACL,
since the reference of this element is the Shari’a principles and the legal
interpretation of the investigation and the judicial authorities. Nonetheless,
the definition of the ‘offence’ should be enacted under Article 1 of the

L wall (2005: p. 78)
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SACL to be in line with the best practice found in the regional legislations
like the UAECCL.

More to the point, the UAECCL contains an essential legal terminology,
which is ‘the pornography involving juveniles’. It is stated under Article 1
of the UAECCL that the following is punishable by law: ‘any
photographing, recordings, drawings or others which arouses sex organs or
any actual, virtual or simulated sexual acts with a juvenile under eighteen
years of age’. Moreover, Article 18 of the UAECCL explains that whoever
has deliberately acquired pornographic materials involving juveniles by
using an electronic information system or computer network or electronic
website or any information technology means shall be punished by
imprisonment for a period of at least six months and a fine of not less than
one hundred and fifty thousand dirhams and not in excess of one million
dirhams.

In this esteem, the Saudi lawmaker can promulgate the definition of ‘the
pornography involving juveniles’ from the UAECCL. This is because this
offence is punishable in accordance with Shari’a principles and other
international agreements related to the right of the child. In reality, the
Saudi lawmaker has recently enacted a significant law titled ‘Child
Protection Law’, aimed at children under 18 years old. This law was issued
by Royal Decree No'. Notwithstanding this, Article 1 (2) and Article 3
(7&8) of the Saudi Child Protection Law mention physical child sexual
abuse. Therefore, this recent law does not mention ‘the pornography
involving juveniles’. It is strongly recommended that ‘the pornography
involving juveniles’ should be promulgated to both the SACL and the Saudi
Child Protection Law in order to look after children’s rights.

2.20Dbjectives of the Laws

In the SACL, the Saudi lawmaker has given the major objectives of
enacting the SACL. Article 2 of the SACL points out that the SACL aims to
fight cybercrimes by classifying such crimes and determining their
sentences and punishments in order to ensure the defence of public interest,
morals and common values; the development of information security; the
protection of national economy; and the protection of rights relating to the

' (M/14) dated 26th January 2014
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appropriate usage of computers and information networks. Looking back to
the UAECCL, there is no mention of the law’s objectives. In this respect, it
Is worth noting that the Saudi lawgiver has done quite well to mention the
SACL’s objectives in order to legitimate the sentences and punishments
enveloped in the SACL. In fact, the Saudi lawgiver has recently established
the idea of writing a law’s objectives in the majority of recent laws and
regulations. This is actually an advanced improvement by the Saudi
legislator. Writing the law’s objectives can be seen in other Saudi laws,
including the Child Protection Law of 2014 and the Protection from Abuse
Law of 2013.

2.3Enforced Sentences
2.3.1 Cybercrime Against Persons

Acrticle 3 of the SACL approves that any person who commits one of the
following cybercrimes shall be subject to imprisonment for a period not
exceeding one year and a fine not exceeding five hundred thousand Saudi
riyals, or to either punishment:

a) Spying on, interception or reception of data transmitted through an
information network or a computer without legitimate authorization.

b) Unlawful access to computers with the intention to threaten or
blackmail any person to compel him to take or refrain from taking
action, be it lawful or unlawful.

¢) Unlawful access to a website, or hacking a website with the intention
to change its design, destroy or modify it, or occupy its uniform
resource locator (URL).

d) Invasion of privacy through the misuse of camera-equipped mobile
phones and the like.

e) Defamation and infliction of damage upon others through the use of
various information technology devices.

With regard to the above-mentioned bullet point (d), Article 21 of the
UAECCL argues that whoever uses a computer network or an electronic
information system or any information technology means for the invasion
of privacy of another person other than in the cases allowed by law shall be
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punished by imprisonment of a period of at least six months and a fine of
not less than one hundred and fifty thousand dirhams and not in excess of
five hundred thousand dirhams, or either of these two penalties.

With regard to the above-mentioned bullet point (e), Article 20 of the
UAECCL admits that without prejudice to the crime of slander determined
by the Shari’a, whoever insults another person or accuses them of a matter
for which they shall be subject to punishment or being held in contempt by
others, by using a computer network or an information technology means
shall be punished by imprisonment and a fine of not less than two hundred
fifty thousand dirhams and not in excess of five hundred thousand dirhams,
or either of these two penalties.

In a case that was judged by the Saudi Criminal court and delivered in its
hearing N*., both the claimant and the Bureau of Investigation and Public
Prosecution asked the judge to punish the defendant with a harsh
punishment after the defendant committed a defamation offence by using
cyberspace, namely Twitter and Facebook. The defendant committed a
variety of crimes including defamation and publishing fabricated pictures
and encouraging the claimant’s tribe to Kill her. The judge depended on
Shari’a legislation as well as the aforesaid Article (3-E) of the SACL to
deliver his judgement. The punishment was strong enough to tackle the
offence which the defendant committed by using cyberspace, since the
sentence was three months in jail and a fine of ten thousands Saudi riyals to
be paid to the State Treasury.

2.3.2 Cybercrime Against Money and Cyberespionage

It is reliable to define cyberespionage here. It is ‘the intentional use of
computers or digital communications activities in an effort to gain access to
sensitive information about an adversary or competitor for the purpose of
gaining an advantage or selling the sensitive information for monetary
reward’?. >contributions that ‘cyberespionage is motivated by the theft of
information, and though in the case of industrial espionage the motivation
may also be money’.

! (35119972) dated 22nd January 2013
2 (O’Hara, 2010: 242)
® Hilbert (2013: p.15)
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As cyberspace lawbreakers continue to create and spread their methods,
they are also altering their purposes by focusing on business espionage and
unauthorized access to both individual and governmental information.
Therefore, the legal and technical encounters of cybercrimes have
expanded, which means that no State alone is able to contest the fast-
spreading cyber offences, where there is a need for every State to cooperate
internationally to progress its legal and technical apparatus for monitoring
such a danger".

Avrticle 4 of the SACL supports that any person who commits one of the
following cybercrimes shall be subject to imprisonment for a period not
exceeding three years and a fine not exceeding two million Saudi riyals, or
to either punishment:

a) Acquisition of movable property or bonds for oneself or others or
signing such bonds through fraud or use of false name or identity.

b) Illlegally accessing bank or credit data, or data pertaining to
ownership of securities with the intention of obtaining data,
information, funds, or services offered.

Avrticle 11 of the UAECCL persuades that whoever takes over a personal
property, benefit, deed or its signature, whether for oneself or for other
persons and without legal right, by resorting to any fraudulent method or by
adopting a false name, or false personation through the computer network,
or an electronic information system or any information technology means,
shall be punished by imprisonment for a period of at least one year and a
fine of not less than two hundred and fifty thousand dirhams and not in
excess of one million dirhams, or either of these two penalties.

Acrticle 12 of the UAECCL proposes that whoever gains access, without
legal right, to credit or electronic card numbers or data or to bank account
numbers or data or any other electronic payment method by using a
computer network or an electronic information system or any information
technology means shall be punished by imprisonment and a fine, or either
of these two penalties. The punishment shall be imprisonment for a period
of at least six months and a fine of not less than one hundred thousand

! (KPMG International, 2011)
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dirhams and not in excess of three hundred thousand dirhams, or either of
these two penalties, if it is intended to use these data and numbers to take
over the funds of others or to benefit from the services which they provide.
If the offender has attempted to take over the funds of others, whether for
themselves or for others, they shall be punished by imprisonment for a
period of at least one year, and a fine of not less than two hundred thousand
dirhams and not in excess of one million dirhams, or either of these two
penalties. In addition, whoever publishes or re-publishes credit or electronic
card numbers or data or bank account numbers or data which belong to
others, or details of any other electronic payment method, shall be punished
with the same penalty.

2.3.3 Cybercrime Against Property

Acrticle 5 of the SACL observes that any person who commits one of the
following cybercrimes shall be subject to imprisonment for a period not
exceeding four years and a fine not exceeding three million Saudi riyals, or
to either punishment:

a) Unlawful access to computers with the intention to delete, erase,
destroy, leak, damage, alter, or redistribute private data.

b) Causing the information network to halt or break down, or
destroying, deleting, leaking or altering existing or stored programs
or data.

¢) Obstruction of access to, distortion of, and causing the breakdown of
services by any means.

In this respect, Article 5 of the UAECCL insists that whoever gains
access to a website without authorization intending to change its design, or
to delete, destroy or modify it, or occupy its address shall be punished by
imprisonment and by a fine of not less than one hundred thousand dirhams
and not in excess of three hundred thousand dirhams, or either of these two
penalties. Also, Article 8 of the UAECCL estimates that whoever hinders or
obstructs access to a computer network or to a website or an electronic
information system shall be punished by imprisonment and a fine of not
less than one hundred thousand dirhams and not in excess of three hundred
thousand dirhams, or either of these two penalties.



2017 ple— oo U s R RCTINTUR PRE 1P

Furthermore, Article 10 of the UAECCL supposes that whoever will
fully and without authorization run software on a computer network or an
electronic information system or any information technology means, and
cause them to stop functioning or be impaired, or result in them crashing, or
the deletion, omission, destruction or alteration of the program, system,
website, data or information shall be punished by imprisonment for a period
of at least five years and a fine of not less than five hundred thousand
dirhams and not in excess of three million dirhams, or either of these two
penalties. The punishment shall be imprisonment and a fine not in excess of
five hundred thousand dirhams or either of these two penalties if the result
was not reached. The punishment shall be imprisonment and a fine or either
of these two penalties for any deliberate act which intends to flood
electronic mail with messages causing it to stop functioning, inactivate it or
destroy its contents.

2.3.4 Cybercrime Against the Public

Article 6 of the SACL reveals that any person who commits one of the
following cybercrimes shall be subject to imprisonment for a period not
exceeding five years and a fine not exceeding three million Saudi riyals, or
to either punishment:

a) Production, preparation, transmission, or storage of material
impinging on public order, religious values, public morals, and
privacy, through the information network or computers.

b) The construction or publicizing of a website on the information
network or computer to promote or facilitate human trafficking.
Article 23 of the UAECCL has the same meaning with different
wordy sentences.

c) The preparation, publication, and promotion of material for
pornographic or gambling sites which violates public morals.

d) The construction or publicizing of a website on the information
network or computer to trade in, distribute, demonstrate method of
use of or facilitate dealing in narcotic and psychotropic drugs. Article
36 of the UAECCL has the same meaning with different wordy
sentences.
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With regard to the aforesaid bullet point (c), Article 17 of the UAECCL
remarks that whoever establishes, manages or runs a website or transmits,
sends, publishes or re-publishes through the computer network
pornographic materials or gambling activities and whatever that may afflict
the public morals shall be punished by imprisonment and a fine of not less
than two hundred and fifty thousand dirhams and not in excess of five
hundred thousand dirhams, or either of these two penalties. Additionally,
whoever produces, draws up, prepares, sends or saves for exploitation,
distribution, or display to others through the computer network
pornographic materials or gambling activities and whatever that may afflict
the public morals shall be punished by the same penalty. If the subject of
the pornographic content involves a juvenile under 18 years of age, or if
such content is designed to seduce juveniles, the principal shall be punished
by imprisonment for a period of at least one year and a fine of not less than
fifty thousand dirhams and not in excess of one hundred and fifty thousand
dirhams. Further, Article 19 of the UAECCL examines that whoever
entices, aids or abets another person, by using a computer network or any
information technology means, to engage in prostitution or lewdness shall
be punished by imprisonment and a fine not less than two hundred fifty
thousand dirhams and not in excess of one million dirhams, or either of
these two penalties. The punishment shall be imprisonment for a period of
at least five years and a fine not in excess of one million dirhams if the
victim is a juvenile under the age of 18 years of age.

2.3.5 Cybercrime Against National Security

Article 7 of the SACL notes that any person who commits one of the
following cybercrimes shall be subject to imprisonment for a period not
exceeding ten years, and a fine not exceeding five million Saudi riyals, or to
either punishment:

a) The construction or publicizing of a website on the information
network or on a computer for terrorist organizations to facilitate
communication with leaders or members of such organizations,
finance them, promote their ideologies, and publicize methods of
making incendiary devices or explosives, or any other means used in
terrorist activities. Article 26 of the UAECCL has declared the same
meaning with slight differences in the sentences.
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b) Unlawful access to a website or an information system directly, or
through the information network or any computer, with the intention
of obtaining data jeopardizing the internal or external security of the
State or its national economy. Article 25 of the UAECCL has
examined the same meaning with differences in the sentences.

2.3.6 Punishment Based on the Initiation of Crime and Incitement and
Assistance
Acrticle 10 of the SACL analyses that any person who attempts to commit
any of the crimes stipulated in this law shall be subject to a punishment not
exceeding half the maximum punishment designated for said crimes.
Article 40 of the UAECCL has the same meaning as the aforesaid Saudi
legal clause.

Article 9 of the SACL analyses that any person who incites, assists or
collaborates with others to commit any of the crimes stipulated in this law
shall be subject to a punishment not exceeding the maximum punishment
designated for such crimes, if the crime is committed as a result of said
incitement, assistance or collaboration, and they shall be subject to a
punishment not exceeding half the maximum punishment designated, if the
intended crime is not committed.

Notwithstanding this, Article 11 of the SACL specifies that the
competent court may exempt an offender from such punishments if they
inform the competent authority of the crime prior to its discovery and prior
to the infliction of damage. If the offender informs the competent authority
after the occurrence of the crime, the exemption from punishment shall be
granted if the information they provide eventually leads to the arrest of the
other offenders and the seizure of the means used in the perpetration of the
crime. Article 45 of the UAECCL has the same meaning.

2.4The Investigation Command

It is considered that there are dissimilarities between cybercrimes and
traditional crimes'. The major differences are the object and venue, and the
anonyms. This is because cybercrimes are aimed at information and data

! (Hawkins, 2001, p. 52)
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within cyberspace and are committed anonymously, whereas traditional
crimes are aimed at individuals or organizations within the physical realm *

In fact, the offences and investigation of cybercrime are deemed to be
complicated for criminal justice officers, investigators and judges in Saudi
Arabia. This is because of the sophisticated nature of cybercrimes compared
with traditional crimes. It is recommended here that criminal justice
officers, investigators and judges in Saudi Arabia should be trained in
cybercrime to enable them to legitimately criminalize and sentence the
cybercrime criminals.

Having said this, Article 15 of the SACL indorses that the Bureau of
Investigation and Public Prosecution shall carry out the investigation and
prosecution of crimes stipulated in this law. The aforesaid article is
constitutional since it is in accordance with Article 3 (a) of the Bureau of
Investigation and Public Prosecution Law of 1989 which declares that the
Bureau of Investigation and Public Prosecution is responsible for
investigating all crimes. In addition, Article 14 of the SACL advises that the
Saudi Communications and Information Technology Commission, pursuant
to its powers, shall provide assistance and technical support to competent
security agencies during the investigation stages of such crimes and during
trials.

It is necessary to note that cybercrime has two edges from the Saudi legal
perspective. The former is the criminal edge which enables the claimant to
rise his case before the criminal court. The latter is the civil edge which
allows the claimant to rise his plea before a semi-judicial committee under
the jurisdiction of the Saudi General Commission for Audio-visual Media.

! (Mitchell, 1995; Barry, 2012).
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3. Supplementary Electronic Crimes Under the UAECCL

The following supplementary crimes have been defined by the UAECCL.
However, the Saudi legal structure has identified these crimes in various
Saudi laws. It is recommended therefore that these offences and crimes
should be relocated in the SACL so that the criminal justice in its true
meaning is achieved. These offences and crimes are outlined below.

3.1Forgery and Fraud

The UAECCL has covered a variety of offences and punishments which
are examined by the Saudi regulator, but are not in the SACL. For instance,
the UAECCL mentions under articles 6, 7 and 13 the crimes of forgery and
fraud. These crimes have been highlighted as punishable by the Saudi Anti-
Forgery Law issued by Royal Decree No'. However, it is suggested that
referring under the SACL to these crimes in the Saudi Anti-Forgery Law
will be reliable and encouraged.

3.2Money Laundering

To start with, money laundering crimes in the UAE Money Laundering
Law have been referred to by Article 37 of the UAECCL. It reads that
without prejudice to the provisions specified in the Money Laundering Law,
there will be punished by imprisonment of up to seven years and by a fine
of not less than five hundred thousand dirhams and not in excess of two
million dirhams for whoever deliberately commits, by using a computer
network, an electronic information system or any information technology
means, any of the acts mentioned hereinafter:

a) lllegal transfer, transport or deposit of funds with intent to conceal or
disguise the source of funds.

b) Concealing or disguising the nature of the illicit funds, or their origin,
movement, related rights or ownership.

c) lllegal attainment, possession or use of funds with the knowledge of
their illegal origin.

! (M/11) dated 21st December 2013
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This point of view is crucial. The Saudi regulator should re-enact this
point of view in the SACL since this point of view is related to a significant
crime which can be carried out through cyberspace. Even though the Saudi
regulator has enacted the Saudi Anti-Money Laundering Law issued by
Royal Decree No', the SACL should have an article which refers to this
law, like the UAECCL does. This is because those crimes, namely
cybercrimes and money laundering crimes, are associated in almost the
time, so referring to the money laundering crime regulations in the SACL
will make the punishment legitimate and by law.

3.3Discrimination and Racism

Article 24 of the UAECCL urges that whoever establishes or administers
or runs a website or publishes on a computer network or any information
technology means any material which would promote or praise any
programmes or ideas which would prompt uprising, hatred, racism, or
would damage the national unity or social peace or prejudice the public
order and public morals shall be punished by temporary imprisonment and a
fine of not less than five hundred thousand dirhams and not in excess of one
million dirhams.

As a matter of fact, this clause is very significant, and the Saudi lawgiver
should enact it under the SACL. This is because Saudi Arabia has signed
the International Convention on the Elimination of All Forms of Racial
Discrimination, which was ratified in 1965. Therefore, committing offences
which are related to discrimination and racism by using cyberspace should
be criminalized under the SACL, as the UAECCL does.

3.4Collecting Aid and Money without Legal Permission

Article 27 of the UAECCL confirms that whoever establishes, manages
or runs a website or publishes information on the computer network or any
information technology means which is intended to call for or promote the
collection of donations without a licence accredited by the competent
authority shall be punished by imprisonment and a fine of not less than two
hundred thousand dirhams and not in excess of five hundred thousand
dirhams, or either of these two penalties.

! (M/31) dated 2nd April 2012
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3.5Political Crimes

To begin with, Article 29 of the UAECCL repeats that whoever publishes
information, news, statements or rumours on a website or any computer
network or information technology means with intent to be ironic or to
damage the reputation, prestige or stature of the State or any of its
institutions or its president, any of the rulers of the Emirates, their crown
princes, or the deputy rulers of the Emirates, the State flag, national peace,
the State logo, national anthem or any of its symbols shall be punished by
temporary imprisonment and a fine not in excess of one million dirhams.

In specific, Article 30 of the UAECCL feels that whoever establishes,
manages or runs a website or publishes information on a computer network
or information technology means aimed at or calling for an overthrow of or
change to the ruling system of the State, or aimed at seizing it or disrupting
the provisions of the constitution or the laws applicable in the country or
aimed at opposing the basic principles which constitute the foundations of
the ruling system of the State shall be punished by life imprisonment.

Also, Article 31 of the UAECCL observes that whoever calls for or
incites disobedience of the laws and regulations in force in the State
through publishing information on a computer network or information
technology means shall be punished by imprisonment and a fine of not less
than two hundred thousand dirhams and not in excess of one million
dirhams, or either of these two penalties.

Additionally, Article 32 of the UAECCL comments that whoever
establishes, manages or runs a website or uses a computer network or any
information technology means for planning, organizing, promoting or
calling for demonstrations or protests or the like without licence from the
competent authority shall be punished by imprisonment and a fine of not
less than five hundred thousand dirhams and not in excess of one million
dirhams, or either of these two penalties.

Lastly, Article 38 of the UAECCL suggests that whoever provides any
organizations, institutions, authorities or any other entities through a
computer network or any information technology means with any incorrect,
inaccurate, or misleading information which may damage the interests of
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the State or injure its reputation, prestige, or stature shall be punished by
temporary imprisonment.

3.6Crimes against the National Heritage

Article 33 of the UAECCL states that whoever establishes, manages or
runs a website or uses a computer network or information technology
means for trafficking in antiquities or archaeological artifacts in instances
other than those permitted by the law shall be punished by imprisonment
and a fine of not less than five hundred thousand dirhams and not in excess
of one million dirhams, or either of these two penalties.

It is thought that the Antiquities, Museums and Architectural Heritage
Law, issued by Royal Decree No', has been recently announced. However,
this law does not mention this perspective, which should be truly stated
under the SACL. This is because looking after the national heritage is the
responsibility of the whole society rather than governmental institutions
alone. Therefore, this clause should be promulgated from the UAECCL to
be enacted under the SACL.

3.7Apostasy Crimes

Article 35 of the UAECCL announces that without prejudice to the
provisions of Shari’a, there should be imprisonment and a fine not less than
two hundred fifty thousand dirhams and not in excess of one million
dirhams, or either of these two penalties, for whoever commits through a
computer network or any information technology means or a website any of
the following crimes:

a) Insult to any of the Islamic holiness or rituals.

b) Insult to any of the sanctities or rituals of other religions where these
sanctities and rituals are inviolable pursuant to the provisions of
Shari’a.

¢) Insult to any of the recognized celestial religions.

d) Condoning, provoking or promoting sin.

! (M/3) dated 1st November 2014
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If the crime contains any insult to the Divinity (Allah) or to the
messengers and prophets or is against the religion of Islam or injures its
basis and the principles which constitute its foundation, or if anyone
opposes or injures the well-known teachings and rituals of Islamic religion
or prejudices the religion of Islam or preaching of another religion or calls
for, praises or promotes a doctrine or a notion which involves any of the
aforementioned, they shall be punished by imprisonment for up to seven
years™.

In general, therefore, it seems that the UAE lawmaker has defined the
apostasy crimes in its UAECCL legislation. On the other hand, the Saudi
regulator does partly mention in the SACL apostasy crimes. Article 6-A of
the SACL exposes that any person who commits the following: production,
preparation, transmission, or storage of material impinging on religious
values, and public morals through the information network or computers
shall be subject to imprisonment for a period not exceeding five years and a
fine not exceeding three million Saudi riyals. Therefore, it is obvious that
the Saudi regulator does not declare undoubtedly the apostasy crimes. It is
known that these kinds of crimes are governed by Shari’a legislation;
nonetheless, these crimes should be covered by the SACL especially when
these crimes are committed through cyberspace. In fact, these crimes have
been committed in cyberspace. The well-known example of these crimes is
the Kashgari’s case, when he tweeted some wrong words against Prophet
Mohammed (Peace be upon him); soon after the Custodian of the two Holy
Mosques, King Abdullah Bin Abdul-Aziz Al Saud (May Allah be merciful
to him), ordered Saudi executives and judicial authorities to investigate
Kashgari’s offence. It is therefore strongly advised that apostasy crimes
committed in cyberspace should be regulated under the SACL, as the
UAECCL does.

! (See Article 35 of the UAECCL).
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4. Recommendations

The final section summarises and brings together the main areas covered
in this study. It provides recommendations for reforming and improving
anti-cybercrimes regulations in Saudi Arabia as the following:

Firstly, the Saudi lawgiver does not mention the offence’s meaning in the
SACL, since the reference of this element is the Shari’a principles and the
legal interpretation of the investigation and the judicial authorities.
Nonetheless, the definition of the ‘offence’ should be enacted under Article
1 of the SACL to be in line with the best practice found in the regional
legislations like the UAECCL.

Secondly, the Saudi lawmaker should promulgate the definition of ‘the
pornography involving juveniles’ from the UAECCL. This is because this
offence is punishable in accordance with Shari’a principles and other
international agreements related to the right of the child.

Thirdly, it is recommended to define cyberespionage in the SACL under
Article 1 of the SACL to be in line with the best practice found in the
international legislations.

Fourthly, it is suggested that criminal justice officers, investigators and
judges in Saudi Arabia should be trained in cybercrime to enable them to
legitimately criminalize and sentence the cybercrime criminals.

Fifthly, it is suggested that referring to electronic forgery and fraud
crimes under the SACL to the Saudi Anti-Forgery Law will be encouraged.

Sixthly, the SACL should have an article which refers to the Saudi Anti-
Money Laundering Law, like the UAECCL does. This is because those
crimes, namely cybercrimes and money laundering crimes, are associated in
almost the time, so referring to the money laundering crime regulations in
the SACL will make the punishment legitimate and by law.

Seventhly, the Saudi lawgiver should enact an article related to the
prevention of electronic discrimination and racism under the SACL. This is
because Saudi Arabia has signed the International Convention on the
Elimination of All Forms of Racial Discrimination. Therefore, committing



=
(€2

2017 ple— 28 I suall R RCTINTUR PRE 1P

offences which are related to discrimination and racism by using
cyberspace should be criminalized under the SACL, as the UAECCL does.

Eighthly, further to the discussion in this study, it is advised that the
collection of donations without a licence accredited by the competent
authority and by using any information technology means should be
criminalised under the SACL’s articles.

Ninthly, it is recommended that the intent to damage the reputation,
prestige or stature of the Country or any of its institutions or its King, its
Crown Prince or aimed to calling for an overthrow of or change to the
ruling system of the Country, or aimed at disobedience of the laws in force
in the Country, or calling for demonstrations or protests and by using any
information technology means should be criminalised under the SACL’s
articles.

Tenthly, it is thought that looking after the national heritage is the
responsibility of the whole society rather than governmental institutions
alone. Therefore, the protection of the national heritage from any violations
done by using any information technology means should be criminalised
under the SACL’s articles.

Finally, it is obvious that the Saudi regulator does not declare
undoubtedly the apostasy crimes. It is known that these kinds of crimes are
governed by Shari’a legislation; nonetheless, these crimes should be
covered by the SACL especially when these crimes are committed through
cyberspace.
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